INSTALLING NESSUS

1. Open google and search for “nessus home download” and select the result shown below
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Replace Your Vuln Scanner - Live Monitoring and Easy Setup
www.rapid7.com/replace/tenable =
Nexpose makes it easy to collect information across your changing network!

tenable.com - Escaner Nessus® - Escaner de Vulnerabilidad
es-la.tenable.com/nessus/escaner ¥
Descubra las vulnerabilidades de la red. .Descargar de prueba.

Nessus Home | Tenable™

https://www.tenable.com/products/nessus-home -

Nessus® Home allows you to scan your personal home network (up to 16 IP addresses per scanner)
with the high-speed, in-depth assessments.

Download Nessus | Tenable™ 525
https:/www.tenable.com/products/negsu elect-your-operating-system ~
‘Seftvrarerrreatre{tir- —er-irgtrer-that You download from any authorized ... wWhen using
Messus Home, Tenable may collect scan data from You ...

2. Under “Please Select Your Operating System” Click on the “Microsoft windows” to expand and
select 64 bit option
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3. Select “l agree to the terms of service” and click “Download”

Subscription Agreement

4. Click on the downloaded folder and select “Show in folder”

__tenable

Please Select Your Operating System

Windows Server 2008, Server 2008 R2*, Server 2012, Server 2012 R2, 7. 8,
0, Server 2006 {64-bit)

Market Defining Vulnerability Scanning

Windeows 7, 8, 10 (32-bit)

* macOs

* Linux

* FreeBSD
* GPG Keys

Don't have an activation Resources
code yet? -

Get an Acthation Code

SmartThink



5. Double click on the downloaded folder
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Clipboard Organize Mew Open Select
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Password List ~ *  [] MName Date modified Type Size
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6. Click “Next
ﬁ Tenable Messus (x64d) - InstallShield Wizard =

Welcome to the InstallShield Wizard for
Tenable Nessus (x64)

The InstallShield(R) Wizard will install Tenable Messus (x64) on
your computer, To continue, dick Next,

WARNIMG: This program is protected by copyright law and
international treaties.




7. Accept the terms and click “Next”

ﬁ Tenable Messus (x84) - InstallShield Wizard

License Agreement

Flease read the following license agreement carefully.

Tenable Network Security, Inc. A
NESSUS®
software license AND SUBSCRIPTION Agreement

This is a legal agreement ( Agreement”™) between Tenable Network
Security, Inc., a Delaware corporation having offices at 7021 Cohmmbia
Gateway Drive, Suite 500, Columbia, MD 21046 ("Tenable™), and vou
(“You™), the party licensing Software and/or downloading the Plugins
through Tenable’s subscription service (as each capitalized term is defined

oo MHe A e e e e R el A L D O - [P

|@I accept the terms in the license agreement | 1

()1 do not accept the terms in the license agreement

Installshield 2

8. Click “Next”

ﬁ Tenable Messus (xB4) - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different

Install Tenable Messus (x64) to;
C:\Program Files\TenableMessus), Change. ..

Installshield
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9. Click “Install”

ﬁ Tenable Messus (xB4) - InstallShield Wizard X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

| <Back [ ®insal | | cancel

Click “Finish” and you will be presented with a web browser

ﬁ Tenable Messus (xB4) - InstallShield Wizard >

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Tenable
Messus (x64), Click Finish to exit the wizard.




10. Click on “clicking here”
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‘ localhast:8834/WelcomeToNessus-installiwelcome

Welcome to Nessus

Please connect via SSL by flicking here

NOTE: You are likely to get a security alert from
your web browser saying that the SSL certificate is
invalid. You may either choose to temporarily
accept the risk, or you can obtain a valid SSL
certificate from a registrar. Please refer to the
Nessus documentation for more information.

11. Click on “continue to this webpage (not recommended)”

c > O

localhost

There's a problem with this website's security
certificate

This might mean that someone’s trying to fool you or steal any info you
send to the server. You should close this site immediately.

1 Go to my homepage instead

| &J Continue to this webpage (not recommended)




12. Click on “continue”

“ 0O (5 cerificate error  localbogtesss

Welcome to Nessus® {J Nessus

Thank you for installing Nessus, the industry leader in vulnerability scanning. This application allows you to:

+ Run high-speed vulnerability and discovery scans on your network

* Conduct agentless auditing on hosts to confirm they are running up-to-date software
= Perform compliance checks on hosts to verify they are adhering to your security policy
* Schedule scans to launch automatically at the frequency you select

*  And much more!

Press continue to perform account setup, register or link this scanner, and download the latest plugins.

13. Provide a username, password of your choice and click “continue

e > O | G cenificate emor  localhost s

Account Setup O Nessus

In order to use this scanner, an administrative account must be created. This user has full control of the scanner—with the
ahbility to create/delete users, stap running scans, and change the scanner configuration.

Username | | |

Password 1

Confirm Password




14. This is an example

Account Setup O Nessus

In order to use this scanner, an administrative account must be created. This user has full control of the scanner—with the
ability to create/delete users, stop running scans, and change the scanner configuration.

Username I hacked
Password Ty
Confirm Password ssssssses

15 Click on “Registering this scanner”. This will take you too Nessus page

Registration O Nessus

As new vulnerabilities are discovered and released into the public domain, Tenable's research staff creates plugins that
allow Nessus to detect their presence. These plugins contain vulnerability information, algorithms to test for the presence
of the issue, and a set of remediation actionsi Registering this scanner will grant you access to download these plugins.

Registration Nessus (Home, Professional or Manager) v

Activation Code

Back Advanced Settings




13. Select “Register now” under “Nessus Home”

tenabl products/ness plugins/ i ctivation-code

"‘T& tenable Products + Support & Services Company +

Obtain an Activation Code

Nessus Professional Nessus Manager

$2,190/Year o 52,920/ Year

Nessus® Home allows you to scan your With more than 20,000 users, Nessus® Nessus® Manager combines the powerful
personal home network with the same Professional is the world's most widely- detection, scanning, and auditing features
powerful scanner enjoyed by Nessus deployed vulnerability, configuration and of Nessus with extensive vulnerability
subscribers. compliance assessment product. management and collaboration functions.
For Home Users. For Individuals For Enterprise Teams
Scan 16 1Ps Scans Unlimited 1Ps Scans IPs and Hosts with Nessus Agents
Nessus Home features: Nessus Professional features: Nessus Manager features:
High-speed, accurate assessment with Accurate, high-speed asset discovery and Enables the sharing of multiple Nessus
thousands of checks broad coverage and profiling scanners, schedules, policies and results
Agentless scanning of home netwarks World's largest continuously-updated Integrates with patch management,
library of vulnerability and configuration mobile device management and other

checks systems

[ suynow  EREEE BuyNow  [ERTE

15. Provide your preferred registration information and click on “Register”
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Nessus Home

Nessus® Home allows you 1o scan your personal home network (up to 16 IP addresses per scanner) . . .
with the same high-speed, in-depth and scanning ¢ ce that Nessus Register for an Activation Code
subscribers enjoy.

First Name * Last Name *
Please note that Nessus Home does not provide access to support, allow you to perform compliance kalam chuku

checks or content audits, or allow you to use the Nessus virtual appliance. If you require support and 1
these additional features, please purchase a Nessus subscription. Emait*
Nessus Home is available for personal use in a home envirenment only. It is not for use by any example@gmail.com
commercial organization,
U Check to receive updates from Tenable

[ TR




16. Check your email for the activation code. You will need this code to complete the next step.
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Thank You for Registering for Nessus

Home!

r Email for the Activation Code

Thank you for registering for Nessus® Home. &n emall containing your activation code has been sent

to you at the email address you pravided Download Nessus
. . . To download Nessus, visit the Nessus
Please note that Nessus Home is available for non-commercial, home use only. If you will use Nessus Download page,

at your place of business, you must purchase a Nessus subscription

17. Come back to the registration page. Make sure Nessus (Home, professional or Manager is
selected, enter the activation code provided to you through your email and finally click on
“continue”

Registration O Nessus

As new vulnerabilities are discovered and released into the public domain, Tenable's research staff creates plugins that
allow Nessus to detect their presence. These plugins contain vulnerability information, algorithms to test for the presence
of the issue, and a set of remediation actions. Registering this scanner will grant you access to download these plugins.

Registration Nessus (Home, Professional or Manager) A 1

Activation Code 2

I 3 Back Advanced Settings

—~T ~ - - N ~——




18. Nessus is now downloading. It is going to take sometime
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19. Enter your username and password to login
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20. You are now login....
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